

















-guide agents with less global information. Decision-making data flow upward in
progressively more. abstracted forms, and control flows downward [Bond 88]. This"
organization is very sensitive to failure in one of the high-level agents. The different
agents do only have to know about their "mother" agent, and not about the other
agents. Each agent gets his tasks from the "mother”, processes the tasks, and gives
then the result(s) back to the originator.

» Heterarchical organization; or organization as a commumty with agents having
- rules of behavior. It may be viewed as a community of interacting agents.
Heterarchical structures, or flat structures, -are much more robust to failure in high-
level -agents than in a hierarchical structure. On the other hand, this interaction
structure often increases the communication and control overhead. There are not
different levels of responsibility. All agents have to know about the other agents, and
we have an all-to-all communication pattemn.

. Authorrty structure; this type of organization reduces coordination work because
agents with lesser authority must accept a goal or a result from an agent with higher
authority. Thus, the most accurate and reliable agents should be allowed to guide the -
other agents. The need for authority organizations can be reduced by lowering the
coupling and interdependencies among agents because conflicts will be reduced, and
hence, the need to resolve problems with authority [Bond 88].

 Marketlike organization; Several researchers have proposed that distributed
systems can be orgamzed as markets. The Contract Net architecture, for example,
supports a market in both task and processing resources, through competmve bidding
- [Bond 88]. : _

However, several theorists of human organizations pointed out long ago that no
organizational structure is appropriate in all situations [Bond 88]. An organization must be
chosen for the task at hand. When choosing the type of organizational model, two aspects
concemning task description should be focused; complexity and uncertainty. There are three
types of complexity; information, task and coordination. Information becomes too complex

- when it needs more processing power than available to be processed. The information

complexity can be reduced by abstraction and omission 1 [Fox 81]. Task complexity deals
with the number of actions necessary to .execute the task properly. The last one is
coordination complexity. The key here is that the actions of each agent must be
coordinated to produce tne expected result as fast as possible. Uncertainty has also been
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[Fox 81].

Since all organizations have their drawbacks, it is often a good idea to decompose a
particular problem into a combination of substructures. Vital parts of the network may
have aheterarchical structure to increase the possibility of a solution frorn that part of the
network. ' : :

Aspects of interagent communication

In order to coordinate activities, entities must communicate with each other.

Communication provides the basis for all interaction. A bad communication strategy will
therefore affect the performance of the interaction process. It is of vital importance that the
communication strategy carry as few "bad habits" as possible to the overlaying strategies.
Communication can be used poorly or efficiently, and used poorly it might lead to worse
performance than with individual problem solving.

1 Only communicate necessary information
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Communication is used in order to provide agents with necessary knowledge to relate their .

actions to other agents’ actions, to help synchronize actions and to provide agents with
information generated by other agents [Bond. 88] An agent can use two methods to get the
wanted information: S

. e by asking other agents

e by computation. This may not always be possible due to lack of necessary basic
information at the agent or lack of processing power.

Two basic motivations for communication has been proposed [Bond 88]; agents share

. relevant information about the world they -are sensing, and agents share relevant
information about their-own 1ntema1 states. To dec1de what mformatxon is relevant is not

straight forward.- . ,
Interaction between agents in a distributed. environment is very expensive because

communication is much slower than computation. This is certainly true if the agents are

loosely-coupled. After decxdmg what to communicate, the information need to be packed
into-a suitable format. The receiving agent has to unpack the received packet, interpret the
information and poss1b1y respond It is therefore very important to develop communication
protocols that both minimize the need for communication among agents, and the amount of
information that has to bé communicated. When designing interactions among agents at
least the fo]lowmg issues should be taken mto consxderatxon [Hemn 88] ‘

e not saturate commumcatlon channels

e use of efficient protocols. This will reduce the time needed for communication.
Using large messages will reduce the communication overhead, but the messages
- will be more difficult to handle.

» problem decomposition. If sub-tasks are dependent a large communication overhead
will be required to maintain global coherence. Thus, ﬁne gramed decomposmon will
increase communication overhead. .

It is important to note that limited communication resources should be used "intelligent” to
improve problem solving. It is bad policy both to communicate too much or too little. In
particular, too much communication should be avoided because it mlght lead to the
following effects: :

¢ delay on the communication channel due to heavy traffic
* PS efficiency decreases because agents sit idle waiting to communicate

» agents PS efficiency decreases because of the computing effort needed to transmit
and receive messages

LA Bit )

¢ it might cause set effects. Redundant mformatlon may confuse some agents.

The latter case needs some special attention. Let us consider the DSS? for trackmg vehicles
through a monitored area. An agent’s detection is based upon signals received through
acoustic sensors. These sensors are very sensitive to noise, so the probability of detecting a

"ghost" vehicle is high. Thus, the agents have to cope with a large degree of uncertainty.
The agents may cooperate and help each other by telling the neighbour agents when a
tracked vehicle is movmg from one region to another. If the agents transmits tracked
vehicles uncritical, i.e. without being positive that it is a real vehicle, a heavy-burden will
be put on the system. First, lots of traffic will be put on the communication channels due to
the agents transmlttmg unreal observations. Lot’s of power will get lost because of agents
transmitting and receiving information. Second, the agents attention will be transferred

2 DSS: Distributed Sensor System
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from monitoring the whole area to checking the correctness of receiving tracks. If the
probabﬂtty of transmitting a real track is high compared to transmitting'a "ghiost" track, this
set-effect is ‘positive. It ‘will be a great help for the agents. On’ the other hand, if this
probability is low, the result might be a "confused" network

In a DPS network it is difficult to limit the interagent’ commumcatlon and still ach1eve the
" potential benefit from ‘the distributed "architecture. However, what' and" when to
communicate is very important for the network performance Tlus leaves a heavy burden

on the network coordlnatlon p011c1es '

Uncertainty in a DPS envirOnment

The need for limited communication in a DPS network makes coordination strategies very

difficult to design [Corkill 83]. The result of limited communication is that each agent has

a restricted view of the activity in the network. Thus, the. result is drfferent kmds of

uncertamty within the network [Lesser 871, [Bond 88]: ' . ,

e environmental uncertainty; agents .docs not have an accurate view of the other
agents (number and skill), the sensors (location ‘and charactensucs) and . the
communication channels (locatlon) Th1s may result in poor estlmauon of changing
env1ronment ,

~ e data uncertainty; an agent do not have consistent and accurate data avallable or they
. do not know the.correctness of the data. :

* control uncertainty; an agent does not have a cons1stent and accurate view of the _

other agents acttvrty and they may also lack knowledge about the outcome: of -

UC\JIDIUHQ
L behavroral uncertamty, agents may not keep thelr dellvery commltments

Dealing with all these kinds of uncertainty is a ‘major challenge: to DPS systems. Once
these problems have been solved, theory and solutions.will be available which increase the
rehablllty ina given network A network handlmg the problems mentioned above, will also
be able to handle lots of other problems (hardware failure, etc). gtven the right”
conﬁguratlon. CoordlnatJon strategles must be developed for DPS systems in order to deal

wrth these problems

i 4Local agent sophlstlcatlon |

It is unreahsnc to believe that we can, de51 gn network control polleles Wthh are sufficient
fiexible, efficient and that require Iimited communication resources, while making all the
control decisions for all. the agents in- the network [Corkrll 83]. Itis therefore necessary to
s develop techmques whrch have a sophisticated form of local control.

When an agent is workmg alone it does not need to explicitly represent its current and
expected future states. However, when an agent is to work together with.other agents, it has
to be able to represent these states explicitly. Both for its own use and for the use of the
other agents. It is interesting to note that agents' need more self-awareness when .
cooperating with other agents than when- thcy work alone [Durfee 88]. An agent working
alone can explore possible solution paths in an erratic' manner, but when working with
others it has to be more predictable for others to anticipate its actions and to coordrnate

interactions [Durfee 88].

Ina d1stnbuted environment with a large degree of uncertainty the difficulty of controllmg
becornes pronounced [Durfee 88]. Control must be distributed. If not, it might result in:
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ach1eve network—wrde coherencé

» the reliability of the system decreases lf the controller agent falls, so does the

, system _

o the controller agent becomcs a bottleneck because the request for decrsrons arrives
' faster than the controller is able to process them S . o

One of the things we require from a DPS network is rehabrhty and graceful degradatlon
This requirement precludes the use of a global "controller" agent. In addition; a centralized
control” strategy is less ﬂexlble and less capable of takmg maximum advantage of
distributed processmg resources [Hern 88]. _ L R
Since control must be dlstnbuted cooperat1on w111 requlre two types of control decisions
[DurfeeB 871: Je e : e

e network control
e local control

" *. Network control deals with problem decomposmon and sub-task assrgnment and has been

the focus of much research within:DPS. Most of thé work has been concentrated on task-

T exchange algonthms (for example blddmg) [DurfeeB 87]
Local control on the other hand deals wrth the agenits local decrsxons ‘What sub-task to

éxectte next, etc. ‘Each agent must have sufficient khowledgé to make its own decisions
about sub-tasks to solve and solutions to communicate, and be able to evaluate its potentral

- "actions by taking the effect on'network problemn solving into-considération. How a given

problem is decomposed into sub-tasks will affect the local control procedures Examples of

thls mcludes the: followmg [DurfeeB 87]

o task precedence constraints; The Tocal control décision of an agent with succeedmg
tasks wili depend on the decisions made by the agent with the precedmg task.

K rephcahon If equrvalent tasks aré ass1gned to several agents local control decisions
- will. depcnd on whether a equivalent task is execited or- not: :

+'several pieces of a’ progiram is present.The need to synchrom?e these piéces, and to

......

exchange mformauon betWeen them will affect locaI control de01s10ns

) Tt nese types ofi 1nteract10ns are present m 2 DPS network Thus sophlstlcated local control
af each agent is paramount for coherent cooperation. So far the majonty of local control

techmques have been unsophlstlcated [DurfeeB 87].

As stated eailier, the agents local viewpoinis do noi have LO be compaiible vviu'n the
network point of view. This, together with the need for local control at the agents, nges
birth to' a new problem If the’ agents Jocal "control * gets oo’ strong ; it may result in

: ‘oppor runrsnc “pefidvior in me network. One' réason for SUCH a oenavwr may be that one

agent has importanit knowledge that the'others doesn’t have: A cooperatlon strategy must
make sure that thmgs hke this do not happen, and it w111 requxre a balance between local
and global control. - o . . .

Uncertamty and the distribution of control gnves b1rth to another mam concern; how to

1

. _Coherence ina DPS envnronment

Coherence within a distributed envrronmcnt can broadly be deﬁncd as [Durfee 85](pp.
1025) : ;

3 Opportunism: Agents take advantage of opportunities and circumstances, with little regard to
consequences. '
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"the activities of the agents should appear to make sense given overall network goals.”

Along some dimension of evaluation, colierence is a measurement on how well the system
behaves as a unit. The following dlmcnsmns can be examined 10 evaluate coherence on a
DPS system [Bond 88]:
¢ The quality of the solutxon, how satlsfactory are the solutions produced and how is
- the quality of them. o
¢ Efficiency; how efficiently do the system produce solution(s)
e Clarity; how easy is it to descrlbe and represent the system’s actions to an outside
observer.
» Graceful degradation; how does the system behave under failure, uncertainty and
* at the limits of its environment.
When efficiency is used as a measurement, incoherence can be the result of conflict over
resources, agents duplicating each other’s work redundantly or agents working against

each other by undoing the results of another. This may be done unwittingly or maliciously
[Bond 88]. According to [Fox 81], complexity may also reduce coherence. When tasks

demands more resources than the current capability bounds, the need to allocate these adds

additional work and uncertainty, which may lead to worse coordination. Coordination and
coherence are related so that better coordination may increase coherence.through the

reduction of redundant work [Bond 88].

Global coherence is particularly difficult to achieve in a dlstnbuted env1ronment where
[DurfeeB 87]: :

'y nnmmnnu‘ahr\n ig Hmited due tn hand\xndth limitationg,

¢ cach agent has only a limited view of the network activity (thxs is partly because of
limited communication).

o there is no controller agent for coordination.

Obtaining global coherence is a key problcm in a distributed problem solving network
[Corkill 83]. If this global coherence is not achieved, the network performance can be
dlmlmshed because of several factors. These factors include [Corkill 83]

e processin power is wasted becausc agents wait for snmettm'g to do
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cross-purposes with one another
. processmg power is wasted because work is unnecessary duphcated
e processing power is misallocated :

Factors affecting coherence

Achieving network-wide coherence is a quite complicated process. There are lots of
parameters which have to be taken into consideration. How the task is'decomposed will
influence coherence in a DPS system. If it is decomposed so that dependencies among
subtasks is reduced as much as possible, then there is less possibility for harmful
interaction among agents. Interagent dependencies can also be reduced by adding more
resources [Fox 81]. Regulation of resources is also a method of increasing coherence.

‘The content of communication is important both for cooperation and coherence within a
DPS system. There are three characteristics of communication content in a distributed
environment which have impact on coherence [DurfeeA.87](pp. 39):

e relevance; the degree to which the information is consistent with the solution derived
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by the network. High relevance implies more coherence bccause work is stimulated
along the solution path.

o timeliness; a measurement for the impact a message has on the receivers current
activity. This is dependent on both the content of the message and the state of the
receiving agent. Receiving a message with the answer to a task an agent is about to
begin has high timeliness. If the message will have no effect on the receiver, there is
no reason to transmit it. However, if the message will have a positive effect on the
receiver (push the agent to work in more promising areas or the information is highly
needed), it should be sent at once. Thus, it affécts coherence.

e completeness, measures the fraction of a complete solution that the message
represents. The bigger fraction, the higher completeness of the message. High
completeness increases the coherence by reducing redundant messages, and
redundant activities in agents. In addmon high completeness of messages reduces
network traffic. : :

These three characteristics are not independent. For example, increasing completeness and

‘relevance may decrease timeliness. Thus, compromises must be made when designing

communication policies to increase cohcrence. "An -agent’s focus can -dlso be shifted
because of interaction with other agents. This distraction can be both positive and
negative. When it is positive the agent’s focus is shifted to be more globally useful, while
negative distraction introduces redundant activities [Bond 88]. As stated earlier,
coordination has great impact on coherence. Effective coordination implies some degree of
mutual predictability and lack of conflict. The more conflicts which have to be solved, the
less well coordinate the agents: For a network coordination policy to be successful some
criteria ‘has to be met [Corkﬂl 831(pp. T49)::

N P, P n anfth
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activity

e connectivity, agents must interact in a manne_r Wthh penmts activities to be
developed and integrated into overall solutions:

® capability; the above mentioned criterias must-be achieved with the communication
- and processing resources of the network
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To ensure coherence each agent has to have an accurate and complete view of past, present
and future activities of al] the other agents. This implies simultaneous broadcasting of all
state changes for all agents. Communication channels have limited bandwidth, they are not
error-free and they introduce delays. Thus, there is'no practical way to ensure cohierence at.
a given moment [DurfeeB 87]. Instead, cohcrence will depend on how each agent make
coherent local decisions based on its local view [DurfceB 87] ' :

Coherent behavior among agents in a DPS environment is crucial (o achleve the potential
network performance. However, much more research is needed in this area to understand
how to achieve optimal coherencc :

Concluding remarks

Distribution is an intrinsic characteristic of many of the computational and symbolic
processing phenomena in the real world. It seems therefore natural that we pay attention to
some of these phenomena when trying to design DPS systems. Both humans and
computers have common characteristics; different appropriateness for a given problem,
limited capacity (bounded rationality), different skills, etc. This paper has focused on two
real world phenomena, scientific communities and organizational theory, and tried to show
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that some aspects of them may be applicable as metaphors when designing DPS systems.
Scientific communities; when agents needs to be "intelligent", independent and their
relationship is changing relatively often. Organizational theory; when the individual agents

have ‘well defined roles and their relationship is relatively static. However, in the real =

world, a combination of the two may be the solution to some problems.

At the time being, metaphors from organizational theory seem most appropriate. The
individual agents need less "intelligence"” because of their relatively static relationship and
they are therefore much easier to model. However, a future goal must be to develop
techniques  sophisticated enough to handle cases were scientific communities are
applicable as metaphors. :

Emphas1s in this paper has been put on DPS domains where the relationship among the
agents is well defined, and thus motivated by the. organizational theory metaphor.
Cooperation among the agents has been identified as a key issue within DPS research, and
some of the main concems when designing such -a systern have been addressed.
Cooperation is what gives DPS systems their potential power. However, cooperative
behavior among the agénts are not easy to achieve. When deciding the interaction structure
among the agents, several aspects must be taken into consideration. Several structures have

‘been discussed, and it is often a good idea to use a combination of different structures. As

concluded, communication is fundamental in a DPS system. Unfortunately, the
communication channels are often limited, so agents have to be selective about what and
when to communicate. This restricts each agent’s view of network activity and the result is
different kinds of uncertainty. Techniques that are able to handle these kinds of
uncertainties, also have the potential of making general networks more robust to failure.
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problem. Since control also has to be distributed, the agents have to be more sophisticated.
Agent sophistication tumns out to be an important research issue, and especially in domains
were the scientific community metaphors seems suitable. One of the major challenges is to
make agents smart enough to take decisions that are coherent within the network, despite
their lack of knowledge about the "world". I don’t think that it is possible to achieve global

_coberence within the network at a given time. It is far too many factors that have influence

on coherence. Our goal should therefore be to achieve sufficient coherence in the network.
This means to design DPS systems that acts as a team and perfonn significantly better than
agents workmg on their own.

This paper is part of my Cand.Scient thesis at the University of Tromsg. The thesis deals
with DPS in general, and w1th emphasis. on coordmauon Aspects dlscussed in this paper is
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system for monitoring patients during surgery.
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