

















4 Supporting GCSS by the Directory

Before we describe the Directory application for GCSS support in detail, it is shown that the X.500 Dlrectory
satisfies the requuements listed in section 2.2. Whenever one of the rcquirements is affected by the followmg
considerations this will be indicated by refering to the appropriate item marker (a-f).

The Directory is a general and sLandardl_zed repository of information, It provides all advantages of a standardized
database in contrast to a normal database management system. In particular, a normal database is designed to
manage its own copy of data and to use different data access services. Sharing data among different applications

is often impossible. The ‘Directory, instead, allows the use of a single, coordinated and standardized database
. and it provides a single set of basic services to manage that data repository. It offers, in a standardized way,

the look-up, browsing and yellow pages facilities, so 1t can be used by any othcr application which requires
the functionality provided by these services.

Reéal world objects are represented in the DIB according o the Directory data model as object-entries. ‘Since these
entries allow the representation of the characteristic properties of a real world object by attributes, requircment (a)
is satisfied. Furthermore, the hicrarchical naming schema (Fig. 1) enables a hierarchical ordering of entries (b).

The extensibility and flexibility of the Directory data model makes it possible to adapt the object classes in
a way that the characteristic objects of an organization can be represented in the ‘Directory. Since each entry
is denoted by a unique name, relations between two entries are easily described by assigning the name of the
referred entry as an attribute value to the refering entry (c). The type of the auribute determines the semantic
of the link. Examples for this technique are given in Tables 1.and 2.

Another important aspect is the distributed management offered by the Directory. The Duectory is distributed and
provides distributed administration facilities for the information it contains (d,e). In particular, if the Directory
is used for the storage of the logical components of the GCSS, such as Roles and MessageType, it will support
the handling and distributed management of these components. Moreover, in conjunction with an X.400 MHS
as the underlying communication media, the distributed -administration of the network and the registering of
users involved in a group communication applicalion can be supported by the Directory. In this way, we can
note that the usc of the Direclory System supporis the implementation of group comimunicaiion at iwo Ievels.

The first level is given by management support for logical components of the GCSS and the second level is
represented by the support the Directory offers to the communication service a GCSS is based on in order to

-store technical communication information (add;ess etc.).

The information stored in the Directory is organized according to the Directory Schema which is different from
a normal database schema because it is operi. Open means that each administrative authority establishes that
part 'of the schema which applies to those portions of the DIB administered by the authority (€). So, it is
possible to have different rules and object class at different sites. That is very suitable in the context of group
communication appiications, because the different organizations, represented in the Dxrectory, can thus define
their own internal structure in a quite independent way.

Finally, we want to point out the information service that the Directory offers to users and to other services.
As the Directory is intended to serve as'a world-wide distributed service, any user and service, stored in any
site, can use the facilities that the Direclory provides for retrieval purposes (f). In particular, a generic user.
inquiring the Directory can obtain information about his/her own or another organization, about the roles that
s/he or another user may occupy and about available services and information required to access them.

These considerations show that the Directory satisfies the requirements listed in section 2.2. The following
chapter will illustrate how to represent roles and message types as entries in the DIB,

4.1 Representation of GCSS COmponehts by the Directory

The Directory provides a predefined set of object classes for the representation of °real world’ objects. The
following considerations describe in which way these object classes can be used for our purposes and which
extensions are necessary.

4.1.1 Represehtation of Roles

In chapter 2 we distinguished between organizational roles and communicational roles depending on the
environment in which they are defined. Accordingly, two different object classes. for the representation of
roles as entries in the Directory are required.



Previously we defined organizational roles as an abstract means to describe status and function of employces
within an organization. An org. role can be described by the properiies: ‘namé, description, collocation,
telecommunication information, function, status, and responsibility of the role and the role player. For the
communication context, the function, status, and responsibility of a role can be expressed by listing the message
types the role may use and the activities the role may start or be involved in. A more detailed description
of the rights and responsibilities of a role can be given using access control specification means. Since an
explanation of that technique and its application would exceed thc framcwork of this paper,’ the mterested reader
is referred to [14]

Further important pleces of mformatmn needed to characterize an organizational role are the names of the
. employees who can occupy the role.  Although one role can be fulfilled by several employees the DIB will
contain only one entry per role. In each entry representing a role there will bc an attribute that contams the
names of those employees that can play the particular role.

The Directory standard already defines an obJect class for organizational roles. For the representauon of the
hsted properties this object class must be extended. The following figure lists the attributes of the extended
orgamzatlonal role object class m ASN 1 notation. Additional attrlbutes are typed in ztalzcs

OrganlzatlonalRole OBJECT —CLASS
SUBCLASS OF -Top -

- MUST CONTAIN({

commonName}
MAY CONTAIN{ .

description,
lécalAttributeSet,
organizationalUnitName,
postalAttributeSet,
telecommunicationAttributeSet,
preferredDeliveryMethod,
roleOccupant, -
seelAlso,
messageTypes,
activities,
startActivities}

The name of a role is stored in the attribute commonName. The local, postal and telecommunication attribute sets

contain attributes for storing the description of the location of the role. The organizationalUnitName attribute

stores the department 1o which the role belongs. The preferred delivery method for messages (e-mail, fax, paper
mail) is stored in the corresponding attribute. The seeAlso attribute can be used to reference similar roles.

The attribute roleOccupant containg the Directory names of the people who are allowed to play that role. The
attributes messageTypes, activities, and startActivities store the Directory name’ of entries that represent either
message types or activities. These attributes establish links between different Dlrcclory éntries.

The following table shows an example of an entry of the OrganxzahonalRole object class that descnbes the
role of a prmect leader, »

commonName Praject Leader
. |description ~  |Leader of the CSCW pI'O_]CCl

JroleOccupant {;..; cn=Smith} .

|seeAlso - Project Member
messageTypes shortNotice,

‘ travelApplication,

procurementApplication

activities travel, procurement
startActivities travel, procurement

Table 1: Example for an cntry of the OrganizationalRole object class

2 The correct Lechruque for the extension of object classes is the definition of a subclass, but for sxmphcny we have chosen this technigue.

3 In followmg ‘examples we usc a descnpuve name instead of a Dircctory name in order to make them easief o read and undersland
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4.1.2 Representation of Message Types

In chapter 2 we also distinguished between organizational message types and communicational message types.
Organizational message Lypes were characterized as gencral message types. cx1sung in an orgamzauon whlch
are used by users in daily work, independently of a specific activity. v

The definition of organizational message types includes the assignment of a name, a description of its usage,
and information about its organizational context (organizationName, organizationalUnitName for messages Lypes
which are used only in an specific department, ¢.g. the message type software notice of the software department).
Moreover, the structure of the. message type, that is the set of attributes composmg the message itself, and the
list of roles which can use this message type must be defined.

Based on these considerations the OrganlzatlonalMessage"Iype object class is defined as follows:

OrganizationalMessageType OBJECT-CLASS
SUBCLASS OF Top '

MUST CONTAIN{
messageTypeName}

MAY CONTAIN{ -
description,
organizationName,
organizationalUnitName,
structureDefinition,
rolelList,
seeAlso}

This object class spemﬁes the message type name and the purpose. of Lhat mcssage (descnpuon) Apart from
the information about the organization and organizationalUnit in' which the message type is defined, there are
two important attributes structureDefinition and roleList, which contain a description of the structure of this
message type and the names of all roles that can handle it, respectively. The seeAlso attribute can be used for
references to other message types which have a similar purpose. The followmg table shows an example of an
entry representing an organizationalMessageType:

messageTypeName .short-notice.. :

description This message type should be used to eXchange
linofficial notices.

organizationName =~ |Fantasia ;

structureDefinition Message Attributes:

- sender, recnpnem date, subJect
- reference: your leticr, tclephone-call
- with th(\ request for:

PN LR

call-back, for your information, etc.

roleList ‘ " jali roles
secAlso notice, software-notice

Table 3; ‘Example of an entry of the organizationalMessagéType object class

Communicational message types, however, are message Lypes defined and used within a particular activity. In
order to represent these activity specific message types as entries in the DIB, we need 1o associate with them

the message type name, a descnptlon concerning the content of the message, the activity in which it is defined.

and used, the structure of the message itself and, finally, a list of roles that will receive this message type during
the course of the activity, The followmg object class is used o represent communicational message types:
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In the previous chapter, we spoke about the Communicational Roles as the roles existing only in the context of
a particular activity. They are activity specific and they permit variable roles assignments. So, this kind of roles
is characterized by its name, its description and by the activity it is located in. It is also nccessary (o describe,
in a variable way, the people who can occupy the role and to define the kind of communicational message types
it can handle and its responsibilities within the activity. '

The Directory standard does not define any object class for the rcpresentatxon of communicational roles. So
we should now define a new object class to be used to represent lhese roles.  The definition ‘of that object
class is as follows:
CommunicationalRole OBJECT-CLASS
SUBCLASS OF Top
MUST CONTAIN{
commonName }
MAY CONTAIN{

description,

activity,

owner,

commMessageTypelist,

responsibilities}
The commonName atiribute specifies the name of a role. The description attribute allows a general description
of the role. The activity attribute indicates the particular procedure which the role is defined in. The owner
attribute contains a description of the person who occupics the role during the activity; that attribute does not
contain an employee name because the owner of the communicational role is different for each activity instance,
For example, values for that attribute can be organizational roles or descriptions like the following: *The user
who initiates the activity’. The commMessageTypeList attribute contains the message types which this role can
handle during the procedure. Fmally, the responsibilities atiribute describes the responsibilities of that role
within the activity.
The following table gives an example of an entry representing the zmtzator commumcatxonal role, deﬁncd

within a datc—plannmg activity.

commonName initiator .

description Initiator of a date planning activity

activity Date planning

owner sender of the date-planning-init
message

commMessageTypel.ist  |date-planning-init

o date-request

date-proposal

date-decision

date-cancelation

responsibilities ‘ decide about a-proposed date,
authorized to send a date-cancelation

Table 2: Example for an entry of the C'ommunicationalRole object class

The proposed object classes should be regarded as an example. The application of Lhe Dxrectory by a spemﬁc
GCSS might require modifications and extensions to these object classes. :
In this way it is possible to represent roles as entries of the object classes organizationalRole and co_mmunica-
tionalRole in the DIB. The DIB is organized as a tree structure (the DIT) that represents geographical and/or
organizational dependencies. Consequently, it is necessary to determine the place of entries of both object
classes within that tree (see Fig. 2). Conforming to the Dircctory schema entries of the organizationalRole
object class are immediate subordinates of entries of the Organization object class or OrganizationalUnit object
class. The level at which an entry is added to the DIT represents the status of the role within the organizational
hierarchy. An organizational diagram can be chosen as a guideline for the design of the part of the DIT that
represents the organization. Communicational roles are defined in the context of an activity. Consequently,
they are immediate subordinates of the entry representing the corresponding activity. (see [14] for a discussion
about the representation of activities).
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CommunicationalMessageType OBJECT-CLASS
SUBCLASS OF Top

MUST CONTAIN{
messageTypeName}

MAY CONTAIN{ )
'descrlptlon,'
activity,
structureDe(inition,
roleList, . -
seeAlso}

This object class contains a subset of attributes available in the OrganizationalMessageType object class. A
new- atiribute is associated to the entries belonging to the CommunicationalMessageType object class. It is
the activity attribute. This attribute is peculiar to this object class, since it specifies the particular activily thé
- messageType is defined in. The following figure shows an example of a communicationalMessageType entry:

messageTypeName date-planning-init

description . ' This message type is used to initiate a
date-planning activity bu sending an instance of
this message to the date-planning mediator.
activity date-planning

structureDefinition Message Adttributes:

’ - sender, recipient, date, meeting name

- meeting description, date, time

- participants
roleList initiator, participants
secAlso date-request, datc-proposal date-decision,

date-cancelation

Table 4: Example of a communicationalMessageTypé entry

In this way, all message types can be represented as entries in the DIB. The organizational message type entries

will be immediate subordinates of entries representing the organization or organizational units, according to its
definition context. Eniries representing message types are Ieaf entries in the DIT. Since the communicational
message types are only meaningful within a particular aciivily, ihe corresponding eniries will be immediaie
subordinates of an entry representing the activity in which they are defined (see also commuhic'ational roles). .

N\
O:
Fantasia
Oou: . OMT: A:
software development short-notice date planning
OR: OR: OMT: CR: CR: CMT: CMT:
project leader project member software-report initiator participant date-init date-proposal

Figure 2: Subtree of the DIT showing entries represehting the organization (O),
organizational units (OU), activities (A), organizational roles (OR), communicational roles
(CR), organizational message types (OMT), and communicational message types (CMT).
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Figure 2 shows a subtree of the DIT that iHustrates the placement of organizational and communicational roles
and message types. The subtrec shows an cntry representing properties of the organization Fantasia and the
organizational unit software development. Placing the entrics for the org. roles project leader and project
member as subordinates of that entry indicates that thesc roles belong to that specific department. Only within
this department the organizational message type software report is used. That is why tlie corresponding entry is
placed in this subtree and not dircctly as a subordinate to the organization entry as donc for the org. message
type short notice. The entry date planning represents the date-planning activity. Subordinates of this cntry are
the communicational roles initiator and participants and the comm. message types date-init and date-proposal.

4.1.3 Application of the Directory Information

Above, we explained how to represent the GCSS components by the Dircctory. In the following we will illustrate
how this information can be applied. Three different types of applications can be distinguished: administration
support for a smgle apphcauon application overlapping info- -service and user-mfosemce

The application of the Dtrectory for ‘the administration of the roles and message type description releases
developers of GCSS from design and realization of their own -databases. The distribution of the Directory
is especially of advantage for distributed group communication applications, because Directory information.is
accessible in the same way from different sites. Besides the ddministrative support the Directory provides
possibilities for the description of relations between entrics by name-links or predicates. An example for that is
the selection and assignment of role-players. A role- 1o role-occupant relation can be described either in static
way by naming the role-occupants with their Directory-names (org. roles) or by the description of predicates
(comm. roles). That is possible because the Directory allows the representation of heterogeneous objects in a
unified and standardized way and because it provides a unique naming schema for all entries. Heterogencous
databases, each of them storing different pieces of information (e.g. about roles or employeces) cannot provide
this functionality.

The Directory is an application independent database offering its services to different kinds of (group commu-
nication) applications Very oftcn the in[ormation uscd and managed by differcnt applications are the same. For

activity and conversation oriented GCSS as well. Consequent_ly, this information should be stored and managed
only by one service, instead of using different data management services. Therefore, the Directory applica-
tion described in this paper avoids inconsistent data caused by the formation of different application-specific
databases.

The Directory offers an infoservice to the users of group communication apphcatlons Users can retrieve all
information about the existing roles and message types within his/her organization or of other organizations.
In particular, due to "browsing” and "yellow pages" facilities provided by the Directory, it is possible to get
mformauon about roles, such as to know_who can occupy a particular role and, by "white pages" faCthICS,
to map role names to O/R addresses of users thai play a role. For example, in a travel apply activity, a user
who wants to send a request, can use the Directory in order to find the employee that s/he has 0 inquire and
the communication information, that s/he needs for sending the request. The Direclory offers the same kind
of services for message types. That is, when users need lo exchange messages, they can retrieve information
about available message types and their structure using the Directory facilities. For example, if an employee
has to send a short-notice to another employee, s/he can find the form .of the message type "notice” inquiring
the Dxrcctory Furthermore, we can think of user agents which are able to mtcrpret the Directory information
in order to supply the user with an appropriate form on the screen. -

5 Open Aspects, Future Werk

It is clear that the Directory standard does not meet all requirements of GCSS and that extensions to the
Directory are required. We will work out these extensions in this chapter. As we have already seen, there
are many relations between entries. For example, the organizational role entries contain the names of entries
representing the users that can take on the corresponding role. The communicational role entries have a link to
other entries in the DIB, t0o. This link is realized by the owner attribute pointing to possible entries for that
role. The Directory standard does not provide support for the retricval of relations between entries. Thus, a first
extension that thé Directory needs affects its capability to interpret and to maintain such sorts of relations.
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Due to these links existing between entries, the removal of entries where other entries point to leads 10 an

inconsistent DIB. Therefore, in order to maintain the integrity of the DIB, the Directory will have to be extended,

including mechanisms for support and managemcnt of these kinds of updates. At GMD we are ‘working on .
solutions for these aspects. Our future plan is to develop an organizational knowledge base which is based on

Directory concepts. Currently, we are extending our Directory service, which is used as an information service

for users of our message handling service, towards a general information service about our orgamzatxon for

services and users as well.

Another important issue is the security of data in the DIB. We said that the different organizations involved

in Group Communication activities are represented in the DIB and that their own information (orgamzauonal'

structure, roles, message types etc.) are available to the Directory users. It can be necessary for an organization

to protect and to hide parts of this information from other organizations. Moreover, also inside an organization
it is not always desirable to allow every employee the access to every information. Therefore, the Direclory
has to provide an authorization policy and it must support the specification, enforcement and maintenance of
access rights for the purpose of granting and refusing access to information. Cunem implementations of the.
Directory service [9] already offer means for access control.

6 Conclusion

This paper has outlined how group communication support systems (GCSS) can apply the emerging X.500
Directory service. For this purpose the basic building blocks of GCSS were identified. Two of these components,
roles and message objects, were identified as suitable for a representation in the Directory. For a better analysis
of these components we distinguished between activity and conversation oriented models. This distinction results
in the definition of organizational and communicational roles and message types, respectively.

The demand arose that a comprehensive user support for co-operative group work can be supplied only when
activity and conversation oriented systems are combined and intggrated. Such an integration would benefit from
a single database for the administration of role and message type description, We listed the requirements for
such a database and it could be shown that the Directory satisfies them all Finally, we 111ustratcd how roles
and message types can be represented and in what manner the Dlrcctory service and lhe contained information
can be applied.

We hope. that this paper will stimulate researchers and developers of group communication support systems an

impulse to consider an application of the emerging X.500 Directory service for future developments:

-
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