Proceedings of the Third European Conference on Computer-Supported Cooperative Work
13-17 September, 1993, Milan, Italy
G. De Michelis, C. Simone and K. Schmidt (Editors)

Improving Software Quality through
Computer Supported Collaborative
Review |

Philip M. Johnson
Department of Information and Computer Sciences
University of Hawaii, U.S.A.

Danu Tjahjono
Department of Information and Computer Sciences
University of Hawaii, U.S.A.

Formal technical review (FTR) is a cornerstone of software quality assurance. However,
the labor-intensive and manual nature of review, along with basic unresolved questions
about its process and products, means that review is typically under-utilized or
inefficiently applied within the software development pfocess. This paper introduces
CSRS, a computer-supported cooperative work environment for software review that
improves the efficiency of review activities and supports empirical investigation of the
appropriate parameters for review. The paper presents a typical scenario of CSRS in
review, its data and process model, application to process maturation, relationship to
other research, current status, and future directions.

1. Introduction

Formal technical review (FTR) is a cornerstone of software quality assurance.
While other techniques, such as measures of program size and complexity, or
software testing can help improve quality, they cannot supplant the benefits
achievable from well-executed FTR. One reason why review is essentially
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irreplacable is because it can be carried out early in the development process, well
before formal artifacts such as source code are available for complexity analysis or
testing. Another reason is because no automated process can yet provide the two-
way quality improvement in both product and producers possible through review.

However, the full potential of review is rarely realized in any of its current
forms. Three significant roadblocks to fully effective review are the following:

Review is extremely labor-intensive. Typical procedures for FTR involve
individual study of hard-copy designs or source listings and hand-generated
annotations, followed by a group meeting where the documents are paraphrased
line by line, issues are individually raised, discussed, and recorded by hand,
leading eventually to rework assignments and resulting changes. For one approach
to FTR called code mspecnon (Fagan 1976), published data indicates that an entire
man-year of effort is needed to rev1ew a 20KLOC program by a team of four
reviewers (Russel, 1991). Unfortunately, little automated support for the process
and products of review is available. What support is available typically supports
only a single facet of review (such as the review meeting), or is not integrated with
the overall development environment.

Review is not compatible with incremental development methods. Because of
their labor-intensive nature, most organizations cannot afford to review most or
even many of the artifacts produced during development. Instead, review is
deployed as a "hurdle" to be jumped a small number of times at strategic points
during development. While this 'may be a reasonable tactic for development in
accordance with a strict waterfall lifecycle model, more modern incremental and
maintenance-intensive development methods prove problematic: there is no
effective way to optimally position a small number of review hurdles in the
development process.

No methods or tools exist to support the design of prescriptive review methods
adapted to an organization's ‘'own culture, application area, and quality
requirements. Research on review tends to fall into two categories, which we will
term "descriptive" and "prescriptive". . The descriptive literature describes the
process and products of review abstractly, advocates that organizations must create
their own individualized form of review, but provides little prescriptive support for
this process (Schulmeyer, 1987; Dunn, 1990; Freedman, 1990). Such work leaves
ill-defined many central questions concerning review, such as: How much should
be reviewed at one time? What issues should be raised during review, and are
standard issue lists effective? What is the relationship between time spent in various
review activities and its productivity? How many people should be involved in a
review? What artifacts should be produced and consumed during a review? The
prescriptive literature, on the other hand, takes a relatively hard line stance on both
the process and products of review (Fagan, 1976; Fagan, 1986; Russel, 1991).
Such literature makes clear statements about the process (Meetings must last a
maximum of 2 hours; each line of code must be paraphrased; lines of code must be
read at rate of 150 lines per hour; etc). The data presented in this literature certainly
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supports the claim that this method, if followed precisely, can discover errors.
However, the strict prescriptions appear to suggest that organizations must adapt to
the review method, rather than that the review method adapt to the needs and
characterigtics of the organization.

This paper introduces CSRS', a computer-supported cooperative work system
that is designed to address aspects of each of these three roadblocks to effective
formal technical review.

First, CSRS is implemented on top of EGRET, a multi-user, distributed,
hypertext-based collaborative environment (Johnson, 1992) that provides
computational support for the process and products of review and inspection. This
platform allows an essentially "paperless’ approach to review, supports important
computational services, and facilitates integration with existing development
environments. In combination with an adapted review process model, CSRS
provides computational support that significantly decreases the labor intensive
nature of review.

Second, CSRS is designed around an incremental model of software
development. While simply lowering the cost helps integrate review into
incremental models, CSRS aso provides an intrinsically cyclical process mode that
parallels the iterative nature of incremental development.

Third, CSRS exploits the use of an on-line, collaborative environment for
review to collect awide range of metrics on the process and products of review.
Such metrics generate historical data about review process and products for agiven
organization, application, and review group that can provide quantitative answers to
many of the questions concerning the basic parameters for review raised above.

The remainder of this paper illustrates our approach to FTR and the CSRS
environment in more detail. Although our approach can be applied to FTR of a
wide range of artifacts produced during software development, we currently
concentrat on support for code review, and this paper reflects this orientation.
Section 2 introduces CSRS through selected snapshots from a recent review
experience. Sections 3 and 4 provide abroader perspective by detailing the CSRS
data and process models. Section 5 outlines both formal and informal applications
of CSRS to software process maturation. The paper concludes by comparing
CSRS to other systems for review in Section 6 followed by discussing its current
status and future directions in Section 7.

'An acronym for Collaborative Software Review System.
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