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Formal technical review (FTR) is a cornerstone of software quality assurance. However,
the labor-intensive and manual nature of review, along with basic unresolved questions
about its process and products, means that review is typically under-utilized or
inefficiently applied within the software development pfocess. This paper introduces
CSRS, a computer-supported cooperative work environment for software review that
improves the efficiency of review activities and supports empirical investigation of the
appropriate parameters for review. The paper presents a typical scenario of CSRS in
review, its data and process model, application to process maturation, relationship to
other research, current status, and future directions.

1. Introduction

Formal technical review (FTR) is a cornerstone of software quality assurance.
While other techniques, such as measures of program size and complexity, or
software testing can help improve quality, they cannot supplant the benefits
achievable from well-executed FTR. One reason why review is essentially
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irreplacable is because it can be carried out early in the development process, well
before formal artifacts such as source code are available for complexity analysis or
testing. Another reason is because no automated process can yet provide the two-
way quality improvement in both product and producers possible through review.

However, the full potential of review is rarely realized in any of its current
forms. Three significant roadblocks to fully effective review are the following:

Review is extremely labor-intensive. Typical procedures for FTR involve
individual study of hard-copy designs or source listings and hand-generated
annotations, followed by a group meeting where the documents are paraphrased
line by line, issues are individually raised, discussed, and recorded by hand,
leading eventually to rework assignments and resulting changes. For one approach
to FTR called code mspecnon (Fagan 1976), published data indicates that an entire
man-year of effort is needed to rev1ew a 20KLOC program by a team of four
reviewers (Russel, 1991). Unfortunately, little automated support for the process
and products of review is available. What support is available typically supports
only a single facet of review (such as the review meeting), or is not integrated with
the overall development environment.

Review is not compatible with incremental development methods. Because of
their labor-intensive nature, most organizations cannot afford to review most or
even many of the artifacts produced during development. Instead, review is
deployed as a "hurdle" to be jumped a small number of times at strategic points
during development. While this 'may be a reasonable tactic for development in
accordance with a strict waterfall lifecycle model, more modern incremental and
maintenance-intensive development methods prove problematic: there is no
effective way to optimally position a small number of review hurdles in the
development process.

No methods or tools exist to support the design of prescriptive review methods
adapted to an organization's ‘'own culture, application area, and quality
requirements. Research on review tends to fall into two categories, which we will
term "descriptive" and "prescriptive". . The descriptive literature describes the
process and products of review abstractly, advocates that organizations must create
their own individualized form of review, but provides little prescriptive support for
this process (Schulmeyer, 1987; Dunn, 1990; Freedman, 1990). Such work leaves
ill-defined many central questions concerning review, such as: How much should
be reviewed at one time? What issues should be raised during review, and are
standard issue lists effective? What is the relationship between time spent in various
review activities and its productivity? How many people should be involved in a
review? What artifacts should be produced and consumed during a review? The
prescriptive literature, on the other hand, takes a relatively hard line stance on both
the process and products of review (Fagan, 1976; Fagan, 1986; Russel, 1991).
Such literature makes clear statements about the process (Meetings must last a
maximum of 2 hours; each line of code must be paraphrased; lines of code must be
read at rate of 150 lines per hour; etc). The data presented in this literature certainly
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supports the claim that this method, if followed precisely, can discover errors.
However, the strict prescriptions appear to suggest that organizations must adapt to
the review method, rather than that the review method adapt to the needs and
characteristics of the organization.

This paper introduces CSRS!, a computer-supported cooperative work system
that is designed to address aspects of each of these three roadblocks to effective
formal technical review.

First, CSRS is implemented on top of EGRET, a multi-user, distributed,
hypertext-based collaborative environment (Johnson, 1992) that provides
computational support for the process and products of review and inspection. This
platform allows an essentially "paperless” approach to review, supports important
computational services, and facilitates integration with existing development
environments. In combination with an adapted review process model, CSRS
provides computational support that significantly decreases the labor intensive
nature of review.

Second, CSRS is designed around an incremental model of software
development. While simply lowering the cost helps integrate review into
incremental models, CSRS also provides an intrinsically cyclical process model that
parallels the iterative nature of incremental development.

Third, CSRS exploits the use of an on-line, collaborative environment for
review to collect a wide range of metrics on the process and products of review.
Such metrics generate historical data about review process and products for a given
organization, application, and review group that can provide quantitative answers to
many of the questions concerning the basic parameters for review raised above.

The remainder of this paper illustrates our approach to FTR and the CSRS
environment in more detail. Although our approach can be applied to FTR of a
wide range of artifacts produced during software development, we currently
concentrat on support for code review, and this paper reflects this orientation.
Section 2 introduces CSRS through selected snapshots from a recent review
experience. Sections 3 and 4 provide a broader perspective by detailing the CSRS
data and process models. Section 5 outlines both formal and informal applications
of CSRS to software process maturation. The paper concludes by comparing
CSRS to other systems for review in Section 6 followed by discussing its current
status and future directions in Section 7.

1An acronym for Collaborative Software Review System.
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Summary: Summary-sources

<
lFlle Edit Buffers Help Session ‘Egret Summary Public-Review Tools Feedback
| R Lo
! CSRS Source-nodes Summary
Tue Apr 20 16:00:36 1993
te, Pt :l
ID  Node Name " Schema Status Time
252 gienbuffwread-hooks ' 'Variable reviewed 0716
254 giwnbufferead . Function reviewed d41748"
256 gi*nbuffemake ., , Function reviewed 33720"
258 gi#*nbuffwurite 3 | Function read 11°40"
260 gi#nbuff!node-ID ! Variable read 0" 10"
262 gi*nbuff!fields LI sVariable unseen 0’0"
264 givnbuffllinks Variable unseen o o"
266 gz“nbuFFlhIdden-Flelds 'Variable unseen 00"
268 gi#nbuff!lock v, ‘Variable read 339"
270 gi*nbuff!init-local-var+ Function read aff1n
272 gisnbuffenbuff-p . ' Function unseen 070"
274 gi#nbuffenode-ID ! Function unseen 070"
276 gi#nbufflunpack-buffer: | Function reviewed 41740"
278 gi*nbufflunpack-field Function read 227 30"
280 giwnbuff|make-field-lab+ ! Function read 0"14"
282 gi*nbufflidelete-fleld-1+ 'Function read 34727
284 gi=nbuff!lunpack-1link ! Funetion read 30”7 0"
286 gi*nbuffimake-link-label  Function read 307 3"
288 gi#nbuff!delete-link-la+ ' Function read 17712"
290 gi#nbuffipack-buffer ' Function read 16740"
292 gi%nbufflcopy-and-pack ° Function read 46" 2"
294 position '. Function reviewed 3074"
296 nbuff ) Design read 105"
316 gl“nbuFF'wrlte-honks . Variable read 010"
——<+-Fmacz ] (Tt Gin Falli-=-==Tap

!
Figure 1. A summary window illustrating the state of review for one reviewer.

2. Review using CSRS, :

i o
f ,

i

To get the flavor of review usmg CSRS, this section presents excerpts from a
recent review, including illustrative' scréen shots and metric data. A more complete
presentation of both data and process model is provided in Sections 3 and 4.

This review cycle focussed on a object-oriented class implementation called
"nbuff" (short for node-buffer) in the generic-interface subsystem of EGRET.
Nbuff defines an abstraction that ‘bri'd};es and combines the hypertext "node"
abstraction provided by lower-level subsystems in EGRET and the textual "buffer”
abstraction provided by higher, ‘application-specific subystems such as those
comprising CSRS. The portion of nbuff under review consisted of approximately
500 of the 1100 lines of Lisp macros, functions, and variables in the entire nbuff

class.
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I Source: gl*nbuff*make
‘Fﬂe Edit Buffers Help Session Egret Summary Public-Review Tools Feedback
Name: gi*nbuffemake . !

Project: Projecti2#0

Source-coda:

(defun gi*nbuffemake {nschema-ID format-spec soptional hidden-p)
“Creates and displays a new nbuff instance initialized with the
content of a new node with schema NSCHEMA-ID and node—name according

to FORMAT-SPEC,
FORMAT-SPEC is a valid format specification with one control
character Xd corresponding to the new created node-ID,
If %d is not specified in the FORMAT-SPEC, the new node-name is equal
to the string FORMAT-SPEC. The new nbuff will be locked by default,
All the flelds of type “"text will be initialized with one space and
two newlines characters.,
If HIDDEN-P 1s NON-NIL, the buffer is returned without displaying it."
{let ({node-ID (t#node-schemarinstantiate nschema-ID format-spec))
node~-name)
{when {urerror-p node-ID)
(error "Can"t instantiate node-schema-ID Xd" nschema-ID))
{setq node-name (format format-spec node-1ID))
{when (not (string-equal node-name format-spec))
(t#node#set-name node-ID node-name))
{gi*nbufferead node-ID hidden-p)
{gi*nbuff+lock)))

Issuas:

[-> naming scheme for nbufjs]

[-> FORMAT-SPEC bad choice. ]|

{-> gi*nbuff* lock badly specified ]

{-> node~ID vs. nbaff-ID]

[-> Return value ankorown]

[-> Improperuse of function]

{-> redundant code]

{—> Can'tcall up docstring for u*error-p}

Comnents: '

Annotations:

Figure 2. A source node illustrating one of the functions under review.

In CSRS, each program object, such as a function, procedure, macro, variable
or data type declaration is retrieved from a source code control system and placed
into its own node in a hypertext-style database. After an orientation session to
familiarize each review participant with the system under study, a private review
phase begins. During private review, each member individually reviews the source
code without access to the review commentary of others, although non-evaluative
questions and answers about requirements and so forth are publically accessable.
CSRS provides facilities to summarize the state of review for the reviewer, such as
the window displayed in Figure 1. At this point, the reviewer has partially
completed private review, as indicated by the fact that some of the source-nodes are
reviewed, some have been read but have not been completely reviewed, and some
have not even been seen. The total cumulative time spent on each node by this
reviewer is also displayed. '

'
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&= ' . Revlewz: ISsue#328
|Fne Edit Buﬂen Help Session Egret Summary Public-Review Tools Feedback
Sub Ject: FORMAT-SPEC bad choice,

Category: SI: Specification Incorrect
Criticality: Med (Future Threat)
Source-noda! g*niuff make

ines:
Descriptien:
Don’t use the word "Format-spec" for this function,
since it implies the ability to use things like
%s, Xa, Xx, etc, HNone of these things can be used:
the only thing that can be used is the Xd.
I would prefer something’liké NARME-SPEC, where uyou
indicate that it allows a single formatting character
“yd”,
Consensus: S (confirm), QI(d.{sconFim), 0 {neutral)
Related-issues:

Proposed-aotions:
[—>R3l%"WMAZLSRECO¢ddhar]

Conmments: !

Figure 3. An issue node containing an objection to an aspect of gi*nbuff*make.

|

By double-clicking on a line or through menu operations, the reviewer can
traverse the hypertext network from this screen to a node containing a source object
under review, as illustrated in Figure 2. In this case, the object under review is the
operation gi*nbuff*make. Both. pull -down and pop-up menus facilitate execution
of the most common operations durmg this phase, such as creating an issue
concerning the current source node under review, or proposing a specific action to
address an issue. Once the reviewer is ﬁnished with a source object, he explicitly
marks the node as "reviewed". Since this is the private review phase, only the
issues created by this reviewer are accessable.

CSRS assumes that typical progranﬁning environment tools are available to the
reviewer, such as static cross-referencing and dynamic behavior information, and
thus does not attempt to duplicate that functionality. Part of the benefit of an
EMACS-based platform is ease of integration with external programming
environment tools (for‘exa'mple, the C/C++ environments XOBJECTCENTER and
ENERGIZE, as well as Common Lisp environments by Lucid and Franz provide
EMACS front-ends.) ‘ o

A "standard_issues" menu supports an organization and/or application-specific
set of specific issues to raise during private review. CSRS exploits the exploratory
type system facilities provided by EGRET to allow reviewers to extend the set of
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issue types dynamically. In the gi*nbuff*make source node, this reviewer has
generated 3 issues. One of them is illustrated in Figure 3.

Once the source nodes have been privately reviewed, the public review phase
begins, where reviewers now read and react to the issues and actions raised by
others. Each reviewer responds to the issues and actions raised by others through
the creation of new issues or actions, creation of confirming or disconfirming
evidence nodes to extant issues or actions, and by voting for one or more actions to
be taken during the rework phase. In the nbuff review, over 100 nodes of type
issue, action, and comment were created by the moderator and four reviewers
during the private and public review phases.

Following public review, the moderator uses CSRS to consolidate the review
state. Consolidation involves the condensing of information generated during
review into a tightly focussed, written consolidation report that delineates the
proposed actions, agreements, and unresolved issues resulting from the private and
public review phases. CSRS provides automated support to the moderator in
traversing the hypertext database and generating a LaTeX document containg the
consolidated report.

If all issues arising from the on-line phases are satisfactorily resolved, this
consolidation report constitutes the final report and rework activities based upon it
can be scheduled immediately. If the consolidation process yields areas of
continued debate, a face-to-face meeting is then required to resolve these issues. In
the nbuff review, the total of 104 issue and comment nodes were consolidated
down to 19 action proposals, of which only 6 were controversial and necessitated a
group meeting to resolve. The final resolution of these issues required 35 minutes
of group meeting time. (CSRS has not yet been extended to same-place same-time
CSCW, and thus was not used in the group meeting.)

The consolidation report constitutes the first-order benefit of CSRS: automated,
collaborative support for detection, analysis, and response to defects in a software
development artifact. At least as important as this, however, is a second-order
benefit of CSRS: support for analysis and improvement of the FTR process itself.
CSRS supports this process maturation through automated collection of metric data
during review. For example, Figure 4 illustrates a spreadsheet (whose data was
imported directly from an ASCII file generated by CSRS) that provides just one of
the many interesting perspectives on the proces;s and products of this FTR. This
important application of CSRS will be explored in more detail in Section 5. The
next sections provide more detail on the data and process models of CSRS.
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Source code name Size Reviewer 1 Reviewer 2 Reviewer 3 Reviewer 4
Time |Iss| Time [Iss] Time ]Iss| Time |Iss
gi*nbuff*read 25 ' 3 ] 0:49:08 { 2 | 0:28:39 | 0 | 0:40:143 | 1
gi*nbuffipack-buffer 57 {0:08:59| 0 ] 041:33 | 2 0 ] 0:08.35] 1
gi*nbufficopy-and-pack 51 10:24:18 1.1 ] 0:29:07 | 3 0 ] 0:0237] 0
gi*nbuff'init-local-variables] 19 | 0.09:06 § 1 | 0:16'57 { 1 | 0.02:49 | 0 | 0.24.00] O
gi*nbufflunpack-field 46 ] 0:10:19.4 1 ] 0:32:284 0 0 | 0:08.22} 0
gi1*nbuff*make 20 5 1 0:36:18] 2 | 0.14:50 ] 0 § 0.13:38] 1
gi*nbuff!make-link-label 34 1.0.01:39] 0 | 0:40:45 | 1 | 0.00:22 ] 0 ] 0:04.15] 0
gr*nbufftunpack-buffer 26 , 3 ] 0:03:42 ] 0 ] 004:22 } 0 | 0:17:22 | 2
gi*nbuff'make-field-label 18 |1 0:00:42] 0 ] 0:25:39 1 0 0 | 0:03.06}f 0
gi*nbuff*write 33 1 0:06:50] 1 ] 0:09:54 F 2 | 000748} 0 | 0:1438]1 0
gi*nbuff!delete-field-label 18 1 0:00:34] 0 ] 0:25:56 | 1 ] 0:03:44 1 1 | 0:02:381 0
gi*nbuff'unpack-link 12 10.20:09] 1 1 00040 ] 0 ] 0.01.48] 0 ] 0.06.09} 1
g1*nbuff*nbuff-p 12 10005114 0 ] 0:01-084 0 ] 004:16 ] 0 | 0.04:15}] O
gi*nbuff*node-ID 12 10.00:231 0 § 0:02:20 ] O | 0:04:40 | O ]| 0:08:12 ] O
gr*nbuff!delete-link-label 31 1]002:084 1 ] 0:0208} 0 0100238} 0
gi*nbuff*read-hooks 5 ]10:00.11] 0 ) 0:07.53 ] 1 | 0.00.32 ] 0 ]0:00.35} O
position 12 1 0:00:501 O ] 0:00:12 ] 0 ] 0:03:12 } 1
gi*nbuff'node-ID 4 10:00:20] 0 | 0:00:08}1 0] 00049 ] 1 ]0:00013{ O
Total 435(1:31:39]17[5:25:56[15]1:17:51{ 3 [2:41:56] 6

Y |
3 i
i '

Figure 4. An Excel spreadsheet lllustratlng a portion of the metric data collected during the nbuff
review. ‘ i :
ol

i
' i
‘ !

o
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3. The CSRS Data Model

The CSRS data model consists of a set of typed nodes and links, where the nodes
(in code review applications) correspond to source code under review and related
artifacts generated during review, and the links represent relationships among the
nodes. Source nodes are further classified into specific program objects such as
function, macro, structure, etc. The éxact set of program objects is language-
specific: for Ada, CSRS would provide a "package" program object, for C++, a
"class" object, and so forth. Review nodes are classified into issue, action,
comment and evidence. Figure 5'shows the basic relationship among the CSRS
nodes and links. ' SRS

As illustrated in the previous SCCthl’l any suspected problems or defects in the
source are documented in issue nodes Any questions about the source are
recorded in comment nodes. Once issues are identified, action nodes are used to
represent their resolution, either by proposing specific solutions, by proposing that
the issue be ignored, or by indicating that no solution is known. Similar to source
nodes, one may request clarification about issues or actions posted by others
through comment nodes, and obtain responses by following respond-to links. The
resulting comment may further suggest new issues or actions. Disagreement about
specific issues or actioqs are represented through evidence nodes that disconfirm

|
1

I
[

68 Ca ’ ECSCW '93



the corresponding ‘issues or actions. Similarly, support for issues or actions is
represented by following a confirming link to an evidence node.

'

question

question
suggest \

respond-t0  { Comment

derive

/similar
augment

modify

consolidate

confirm

Evid
disconfirm.__ vidence

resolve - resolve

confirm

disconﬁrm\

consolidate

similar
augment

Figure 5. The CSRS data model.

Private review inevitably leads to redundant issue generation, as individuals
discover the same problems. During public review, such similarities can be made
explicit through the creation of similar-to links. Elaboration of issues or actions can

be represented through augment links.

Finally, related issues are summarized into a single consolidated issue, and
related actions into a single consolidated action. Actual rework activities are based
upon a single consolidated action, rather than by reference to the individual issues
and actions raised during public and private review.

'
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Figure 6. The CSRS process model.

4. The CSRS Process Model

The CSRS process model involves seven phases, as illustrated by the state-
transition diagram in Figure 6. The process model constrains the data model by
specifying what nodes and links can be legally manipulated during any given
phase. The process model also defines specific participant roles similar to the ones
defined in Fagan's formal inspection method (Fagan, 1976). The roles include
moderator, producer, and reviewer, but eliminates the scribe role.

The next paragraphs describe the phases in CSRS process model, each of which
appear as states in Figure 6. Certain administrative procedures such as calling the
meeting, selecting participants, and so forth are omitted from this description. For
illustrative purposes, the process model is presented in the context of code review,
though review of other development artifacts follows the same general procedure.

Source node generation. In this phase, the source code producer with the
assistance of the moderator generates source nodes from provided source files.
The files are programmatically split into source nodes and annotated as necessary
with supplemental information. When the nodes contain source code that has been
previously reviewed, backlinks to the consolidated action nodes from the prior
review can be created. These links help reviewers check whether prior rework
requests have been properly implemented.
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Orientation. In this phase, review participants are prepared for private review.
Depending upon the nature of review (new review or re-review) and/or group
makeup (participants skills and familiarity with the product), this phase may range
from a formal overview meeting with a presentation by the producer about the
system structure and behavior, to an informa notification through e-mail noting the
presence of new nodes ready for review using CSRS.

Private review. In this phase, reviewers inspect source nodes privately. They
create issue, action and/or comment nodes. Issue and action nodes are not publicly
available to other reviewers at thistime, but comment nodes (clarification about the
logic/ algorithm of source nodes) are publicly available. Normally, the producer or
moderator responds to comment nodes posted by reviewers. Reviewers must
explicitiy mark each source node as reviewed, which alows them greater flexibility
in their interna review process.

While reviewers do not have access to each, other's state during private review,
the moderator does. This alows the moderator to monitor the progress of private
review. While private review normaly terminates when al reviewers have marked
all source nodes as reviewed, the moderator may move on to public review at any
time.

Public review. In this phase, review participants (including the producer)
react to all generated issue and action nodes. Reviewers can create new issue,
action or comment nodes based upon existing nodes. They may create similar links
between two issue or action nodes upon reading the content of the nodes. They
may create new issues or actions that augment the existing ones. They may aso
post evidence nodes which confirm or disconfirm particular issue, action or other
evidence nodes. They can aso indicate their agreement about existing actions by
voting; this information is used as a consensual indicator among participants about
the most appropriate action to take on the issue. This phase normally concludes
when al issue, action and evidence nodes have been marked as reviewed by dl
reviewers. However, control over when public review ends is ultimately in the
hands of the moderator.

Consolidation. In this phase, the moderator creates a consolidated
representation of the state of review thus far, oriented around the set of actions
required based upon review. CSRS supports the moderator in the preparation of a
written report containing this information.

Group review meeting. If the consolidated report identifes areas of
continued controversy, agroup meeting is required. In the meeting, the moderator
presents the unresolved issues or actions and summarizes the differences of
opinion. After discussion, the group may vote to decide them, or the moderator
may unilaterally make the decision. The moderator notes the decision in the written
report. The moderator may also declare issues unresolved if no consensus can be
reached: this can either imply that informa discussion should proceed &fter the
review or the final resolution will be decided a some later point. Finaly, the
moderator may also decide to reinspect some source nodes during the meeting as a
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