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Abstract: Current developments in information technology are leading to increasing cap-
ture and storage of information about people and their activities. This raises serious issues
about the preservation of privacy. In this paper we examine why these issues are particu-
larly important in the introduction of ubiquitous computing technology into the working
environment. Certain problems with privacy are closely related to the ways in which the
technology attenuates natural mechanisms of feedback and control over information
released. We describe a framework for design for privacy in ubiquitous computing environ-
ments and conclude with an example of its application.

Introduction

Information technology can store, transmit and manipulate vast quantities and vari-
eties of information. Whilst this is critical to government, public services, business
and many individuals, it may also facilitate unobtrusive access, manipulation and
presentation of personal data (Parker et al., 1990; Dunlop & Kling, 1991).

The term “Big Brother” in the context of computing technology, seems to imply
two classes of problem. The first is due to the fact that computer technology may be
put to insidious or unethical uses (e.g., Clarke, 1988). All information systems, and
particularly distributed systems, are potentially vulnerable to covert subversion
(Lampson et al., 1981) and, although it can be made extremely difficult to tamper
with data in computing systems, protection mechanisms “are often only secure in
principle. They are seldom secure in practice.” (Mullender, 1989).
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Deliberate or poorly considered design resulting in invasive applications and
sophisticated subversion of supposedly secure systems are discouraged by cultural
censure and law (although these forces trail behind the advances in sophistication
of the technology). However, software must still be secure in order to reduce the
risks of covert abuse of personal dataand thisisanimportant area of research. There
are dready anumber of useful software protection models and standards which are
designed toreduce therisks (seee.g., Lampson et al., 1981; and Mullender, 1989).

The second class of problem is related to very different concerns about a fast
growing, less well understood set of issues. These arise from user-interface design
features which interfere with socia behaviour. These features may foster unethical
use of the technology but, more significantly, they are also much more conducive to
inadvertent intrusions on privacy (Heath & Luff, 1991).

Mediated interactions between people via technology are prone to breakdowns
due to inadequate feedback about what information one is broadcasting and an
inability to control one's accessibility to others. This disrupts the social norms and
practices governing communication and acceptable behaviour. Our concern in this
paper is tackle the latter kind of problem in the context of systems design.

In attempting to design systems which reduce perceived invasions of privacy, it
would be useful to have apractical working definition of the concept. Unfortunately,
although privacy is widely considered to be an important right, it is difficult to
define this notion in more than an intuitive fashion (Anderson, 1991). Attitudes to
what is and what is not private data vary between people in different contexts and
roles (Harper et a., 1992). Codes of practice and thelaw offer inadequate guidance
on what actually counts as violation of privacy in technologically sophisticated
environments (Clarke, 1988) and it may take lengthy court proceedings to deter-
mine what the case may be (Privacy Protection Study Commission, 1991).

Any realistic definition of privacy cannot be static. With the introduction of new
technology, patterns of use and social norms develop around it and what is deemed
"acceptable” behaviour is subject to change. Naturally evolving social practices
may interact with organisational policies for correct usage (Harper et al., 1992). In
addition, people are more prepared to accept potentially invasive technology if they
consider that its benefits outweigh potential risks (e.g., Ladd, 1991; Richards,
1991). In recognition of these facts we take privacy to be apersonal notion shaped
by culturally determined expectations arid perceptions about one's environment.

The social practices and policies that determine any rights an individual has to
privacy interact with the technical and interface design aspects of the technology
they use. Technology is not neutral when it comes to privacy. It can increase or
reduce the extent to which people have control over personal data. Our concern is
to ensure that privacy should be a central design issuein its own right.

We present a framework for addressing the design of control and feedback of
information captured by multimedia, ubiquitous computing environments. These
two issues arefundamental to successful communication and collaboration amongst
users as well as to maintaining privacy. We ground our examples largely in the
domain of networked audio-video environments and in particular in experiences
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