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Requirements for access control in CSCW systems have often been stated, but group-
ware in use today does not meet most of these requirements. There are practical reasons 
for this, but one of the problems is the inherent complexity of sophisticated access control 
models. We propose a general authorization model that emphasizes conceptual simplic­
ity and show that several issues—in particular negative access rights and delegation of 
rights—can be solved elegantly in this model. 

1 Introduction 
Traditional access control models from the operating systems and database world 
do not meet the needs of groupware systems. This was stated by Greif and Sarin 
(1986) more than a decade ago. Since then, some work on access control has been 
done in the CSCW community, but limited progress has been made. A handful of 
access control models specifically designed for collaborative environments has been 
published. Some have gained acceptance at least as a theoretical contribution to the 
field, notably the model of Shen and Dewan (1992); none enjoy large scale usage 
as part of a widely used CSCW system. 

The requirements for access control are known, but these seem to have had little 
impact in the construction of actual systems. What are the obstacles that prevent 
system designers from supplying groupware with adequate access control? 

Firstly, as has been observed by several authors (Ellis et al., 1991; Shen and 
Dewan, 1992), access control models for groupware tend to be rather complex. It 
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is far from trivial to design a user interface that offers the user an adequate set of 
access control operations and is easy to understand. 

A second cause is of a more mundane nature. In prototype systems—and the 
large majority of systems discussed in technical CSCW literature are prototypes— 
access control is a feature that can always be added "later." A prototype without 
proper access control can be employed in first tests, whereas access control without 
a running prototype doesn't show very well... Hence the natural tendency not to 
make access rights a priority. 

A telling example is the development of our own system, "Basic Support for 
Cooperative Work" (BSCW), offering shared workspaces on the World Wide Web 
(Bentley et al., 1995; Bentley et al., 1997). Thousands of users accept its shortcom­
ings because it provides some essential features not found in other systems: simple 
cross-platform data sharing in distributed groups, within one's regular working en­
vironment. User feedback showed a need for more powerful and easy to use access 
control, yet it took more than a year after the system's public release before we 
started designing the access control model that is currently being implemented. 

Although our work has been motivated by the immediate needs of the BSCW 
system, the access control model presented in this paper is of a general nature. We 
address several issues in groupware authorization—in particular negative rights and 
delegation—at a fundamental level and propose general, simple solutions. 

After reviewing some important issues in Section 2 we present the authorization 
model in Sections 3 and 4; Section 5 briefly discusses access control in BSCW. 
Conclusions follow in Section 6. A more formal and more elaborate presentation of 
the model can be found in a technical report (Sikkel, 1997). 

2 Issues in authorization and groupware 

A distinction is made between authentication (verifying that you are who you pre­
tend to be) and authorization (what it is that you are allowed to do). There is also 
a distinction between access rights (here used as a synonym of authorization) and 
access control: ensuring that the rights are not violated. We focus on authorization. 

The following issues are commonly mentioned in relation with access rights for 
CSCW systems: 

• Application-oriented access rights. Traditional authorization models origi­
nate from the operating systems and database worlds. The emphasis is on 
protection of data against unauthorized access, cf. (Salzer, 1974). An oper­
ating system defines access rights on the level of OS operations, but access 
rights should relate to the operations available to the user (Greif and Sarin, 
1986). Synchronous groupware, in addition, may offer various levels of ob­
ject sharing (Patterson at al., 1990). 

• Flexibility and ease of use. Access rights in groupware may depend on who is 
doing what and therefore are highly dynamic (Trevor et al., 1994). Edwards 
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(1996) states that access rights should dynamically adapt to changes in the 
real world. Access rights modifications to be explicitly performed by the user 
should be easy to carry out and easy to understand. 

• Roles. Authorization should be given to roles (e.g. teacher, assistant, student; 
designer, programmer, project leader; superuser), rather than to individual 
users. Users should be able to take multiple roles and change roles dynami­
cally. On the other hand, users should not have to change roles explicitly when 
the system can infer their roles. Shen and Dewan (1992), Dewan et al. (1994), 
and Kanawati and Riveill (1995) argue that a user's permission should be the 
sum of the permissions of his roles. In a more security-oriented approach, 
cf. (Lampson et al., 1992; Coulouris and Dollimore, 1994b), the level of trust 
should be based on the intersection, not the union of the authorizations of a 
person's actual roles. 

• Delegation. The system should allow delegation of rights from one person 
to another (who, depending on the type of delegation, may or may not fur­
ther delegate it), with the possiblity to revoke delegated rights (Coulouris and 
Dollimore, 1994ab; Kanawati and Riveill, 1995). 

• Negative rights are often stated as a requirement and present in several sys­
tems and models (Saltzer, 1974; Satyanarayanan, 1989; Shen and Dewan, 
1992; Hartig et al., 1993). When a system allows complex hierarchical group 
structures, negative rights are required in situations where it is essential that 
some users (groups) are excluded from some rights. 

And, of course, access control should be implemented efficiently, i.e., without no­
ticeable loss of performance for frequently used operations. 

Shen and Dewan (1992) state that authorization models satisfying these require­
ments are necessarily rather complex, but in Section 4.1 we will argue that their 
model is more complicated than needed. One of the issues we wanted to investigate 
is how complex an authorization model really needs to be. Hence Occam's Razor1 

has been used as a main design principle. 
In Section 3 we present the basic model. It extends the canonical authorization 

model with a single concept: hierarchical group structures, in Section 4, we add 
several orthogonal extensions. These can be included in particular implementations, 
or—when an application does not need one of these extensions—left out, so as to 
reduce the complexity of the underlying model. 

3 A simple authorization model 

Authorization commonly involves three parameters: a subject (also called principal) 
has a right to perform an operation on an object. A classical way to organize this is 

1 "Entia non sunt multtplicanda praeter necessitatem " (Entities ought not to be multiplied except 
out of necessity.) - William of Ockham (1285-1349) 


