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Abstract: This paper presents AREA, an integrated synchronous and asynchronous
notification service for awareness information. AREA uses a semantic model of the client
applcations to support cross-application awareness. The service is based on the
dichotomy of interest and privacy Notifications of user activites are a function of
relevance In the current work situation and the privacy requirements of the involved
users The paper motivates the AREA framework and discusses the system in terms of
its formal modeling capabilities and its operational aspects This Is followed by practical
implementation considerations addressing the role of AREA as a groupware
infrastructure Finally, a prototype groupware application 1s presented, which uses the
AREA service to support user awareness

t

Introduction

The Nineties have seen an important paradigm shift in the usage of computer
technology. Systems are no longer exclusively seen as number crunchers helping
us to solve difficult problems. Instead, driven by the enormous growth in network
bandwidth and the ubiquity of the Internet, the computer evolves more and more
into an mhabited information space, in which we interact with other people.

One of the most obvious manifestations of this is denoted by the term
awareness the ability of the technology to expose the activities of the people in
the electronic space. In collaborative environments the role of awareness for
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coordinating work activities has been shown in numerous studies (see e.g. Heath
and Luff, 1992, Rogers, 1993). But support for awareness is not just important in
the work environment An obvious proof to this is the commercial thrust, which
has been initiated more recently by the need for awareness on the Internet An
example is ICQ, an Intemet buddy list application, which has led the 1998
shareware download surveys ‘for 'months with more than 10 Muillion estimated
users online. : '

This paper focuses on colllabqrative environments as constituted by a shared
information space ‘and a variety of independent tools being used individually as
well as jointly among the group members The paper proposes treating awareness
as a global, 1.e. application independent requirement in such an environment

Based on these considerations. the paper presents AREA, an integrated
synchronous and asynchronous notification service for awareness information
AREA supports cross-application. awareness using a model of the clients’
semantics to capture the awareness-related operational aspects of the applications.
The model explicitly addresses the potential for conflicts of awareness and
privacy. Notifications of user activities are*a function of relevance in the current
work situation and the privacy requirements of the involved users

The emphasis of the paper-is to motivate the AREA framework and to discuss
the system in terms of its formal modeling capabilities and its operational aspects.
This is followed by practical implementation considerations about the role of
AREA as a groupware infrastructure Finally, a prototype groupware application
1s presented, which uses the AREA service to SUpport user awareness.

'
1

\

Design Issues ~ :. .-

Supporting group awareness creates difficult design problems for developers of
distnbuted collaborative appliééltlons, problems with both technical and
organizational dlmensmns o

Technically, the developer is faced wnh the heterogeneity of applications.
Groupware can only be commonly characterlzed by the weak incentive to support
collaboration between a number of users. Workflow systems, shared design tools,
email, collaborative web applications, and document management systems all are
first class groupware systems. These technologies lack a common base that could
be abstracted out to form the core of a formal model of groupware and eventually
inform the design of awareness support. Supporting awareness 1n a shared text
editor 1s a fundamentally different problem than supporting awareness in a
persistent discussion space such as Lotus Domino.

A further challenge 1s introduced 'by the global nature of the awareness
problem collaborative environments consist of a multitude of tools and
applications. Performmg a collaborative task rarely is a continuous and concerted
activity and almost never maps to a single technology that could support it.

i
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Instead, working together is opportunistic: users frequently switch between a
number of tools running in parallel and also the shared information crosses -the
boundaries of applications., Collaborating requires working 1in synchronous and
asynchronous mode, frequently switching- between inodes, or even working in
both modes at the same time. We talk on the phone while we browse our email or
look up information in a shared discussion database. Writing a shared document
involves working at different times on individual parts followed by meetings to
discuss and merge them together.-Supporting awareness thus becomes a global
1ssue. What we really need 1s an integrated view on the activities in the work
environment as a whole, covering many applications, rather than just one. Even 1f
we have a good formal model of a particular groupware application domain, the
provision of awareness will be restricted to the boundaries of a single tool and
lack the global perspective.

.Global awareness support is not only difficult to achieve architecturally, it also
introduces new problems. If information about user activities 1s collected and
disseminated in the whole work environment, it 1s likely to overload the user with
irrelevant and out-of-context notifications. To prevent this, users need a way to
define their information needs in terms of the work they are performing The
same event can be highly important for one user and completely uninteresting for
another user in the same situation. Similarly, an event may be important for a user
1n some situation and irrelevant for the same user in another

Supporting individual awareness leads to a number of socio-technical conflicts
These result from two constellations of conflicting goals between the individual
user and other users or the group as a whole: (1) the user’s demand for privacy
creates a conflict with other users’ or the group’s demand for awareness and
(2) the user’s goal to reduce information overload clashes with other users’ or the
group’s goal to establish common reference.

The first 1ssue also has organizational and legal dimensions. in many countries
data protection laws restrict the orgamizational usage of personal data such as
awareness information. The second issue is particularly important in the group
context Only if awareness of activities provides a common reference to all
members of the group can it be a vehicle for coordination in a team environment
For example, a design team working on a model of a particular section of an
airplane often faces many interdependencies between the individual sub-parts.
Changing one part can violate constraints imposed by another part maintained by
other group members. When a designer changes a part of his model it 1s critical
that these changes are reliably visible to the other group members 1n order to
minimize disruption caused by conflicting changes.

If users can 1ndividually tailor awareness notifications, others can no longer be
certain that their actions are perceived by the group as a whole, i.e. the activities
no longer form a common reference in the group. Technology intended to support
awareness needs to address this fundamental tradeoff.
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Awareness Frameworks

The inherent complexity of suppdﬂihg awareness as outlined 1n the last chapter
has fueled the development of awareness frameworks that provide a simplified
model of collaboration for particular application domains. They offer basic
mechanisms that can be used by systems designers in order to make the actions in
the environment visible to others. The following section provides a brief review
of various awareness frameworks. '5

A number of approaches address synchronous collaboration. Gutwin et al.
(1996) describe a shared’ editmé environment providing awareness based on
multi-user GUI mechanisms. The system offers a number of awareness widgets
showing the current focus of others in the application using distortion techniques
Acuvities close to the user’ s own focus are visible whereas those parts of the
document with no ongoing activities are only visible in a global minimized layout
view. Thus the authors show that an overview in its physical sense can support
user awareness The design of such multi-user interface components can be
largely supported by toolkits such as GroupKit (Roseman and Greenberg, 1992)
or Habanero (Chabert et al.,’ 1998). More recently, Smith and O’Brian have
proposed a similar GUI-orientéd “approach for awareness in 3D virtual
environments (Smith and O'Brian, 1998).

While the user interface approach provides useful mechanisms for developing
synchronous relaxed WYSIWIS applications, it doesn’t address awareness as a
groupware infrastructure issue. This is one of the goals of the Notification Service
Transport Protocol (NSTP see Patterson et al., 1996), an application independent
notification protocol for synchronous groupware. NSTP 1s based on a client-
server model, where the server maintains a number of places managing the shared
state. Clients can enter any number of places. They can manipulate the shared
state and receive automatic notifications whenever state changes occur in the
places they have entered. NSTP s a lean framework strictly focusing on
efficiency. Consequently, 1t 1s free of any assumptions concerning the
application’s  semantics  Another synchronous application-independent
notification service similar to NSTP 1s Corona (Shim et al., 1997) Unlike NSTP,
Corona provides a persistent data store for the shared state and adds more
flexibility for updating the shared state,

All awareness architectures, discussed so far focus on synchronous groupware
Among the asynchronous models, GroupDesk, a shared workspace prototype,
implements awareness using relationships between artifacts i the work
environment to notrfy users aboit activities (Fuchs et al., 1995) The
asynchronous behavior in the  GroupDesk awareness model results from
distributing events between' the artifacts and storing them persistently.
Notifications are triggered as soon as interested users access the artifacts The
usage of object relations has been adapted in the Aether model to support
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asynchronous awareness in 3D populated information spaces (see Sandor et al.,
1997). A further asynchronous awareness model is implemented in the Interlocus
prototype (Nomura et al., 1998). Interlocus momitors individual user activities and
creates snapshots of the objects when the usér makes changes. Awareness is
provided by intell'igemly merging individual snapshots and providing
chronological views on the documents 1n the workspace.

The AREA Awareness Model

In the following sections the AREA awareness model is introduced Similar to
NSTP, AREA is an attempt to provide an awareness infrastructure component for
collaborative environments In contrast to NSTP, AREA is not only an
application development environment but may also be used by preexisting
groupware tools. Similar to GroupDesk, AREA implements situation-onented
awareness based on relevance relationships among the shared objects. Unlike
GroupDesk, AREA offers an open service interface enabling multiple
applications to specify event distribution, user-defined interest and privacy
specifications, as well as awareness-related group facilitation mechanisms.
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Figure 1: Client-server communication in AREA

AREA applies a chent-server architecture, where the server manages the shared
state and clients receive automatic event notifications. The shared state consists of
a static description of the application semantics, a dynamic user model!, and a
persistent event pool. Chent applications can issue requests to create events or to
access the user model. Create-event requests cause the server to add a new event
to the event pool and 1ssue notifications to other clients.

AREA uses the semantic model of the applications and the user models to
determine which clients receive an event notification. This decision is based on
the principle of mutual exclusion of awareness and privacy in the following way:
a user A can be aware about the actions of another user B if A’s user model
specifies interest 1n the action and there are no conflicting privacy requirements of
B that prevent the notification. '

1 Note that the notion of a user model i AREA does not mean the system 1s making inferences based on user
actions at the application’s GUI, as 1t 15 usually the case 1n adaptive systems The model 1s solely
updated based on explicit requests 1ssued by the application
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AREA supports awareness by pro*viding'notiﬁc,ations about actwities performed
by users in any of the chent a‘pp’hcations. AREA captures activities in terms of
events. As users perform actvities in the collaborative environment, the system
creates new events describing these activities For each new event AREA
determines all users who will be notified about the event by evaluating all user
profiles according to their interest specifications and matching them against the
privacy requirements of the performing actor This 1s illustrated in Figure 2:

@ Application issues a AREA creates a new event @ AREA notifies other clients
CreateEvent Request and adds the event to asynchronously about
as a result of a client the event pool the new event, based
activity e on the client's user model

! and current activites

{ o '
"

' '
Figure 2 Event noufication in AREA: ' ’
[ oo
The notions of interest and privacy are at the core of the AREA awareness
framework Both terms can be definéd very specifically or may be kept very
general. An actor’s interest can cover a broad range of situations common to the
kind of work she performs. It can specify a higher degree of importance for more

special situations or it may completely exclude events for some situations.

v
)

The Application Model = .|

i

The awareness framework in AREA 1s based on four basic model components:
actors, relations, events, and artifacts The following paragraphs describe each of
these components and discuss how they can be used to describe the application
semantics T .

»

'

Actors

Actors denote users of the, client applications. An actor is usually a real person
working in the environment but any actively performing entity can be registered
as an actor in AREA, e.g a software agent. Actors are equipped with a profile
describing their interest in the 'actyions of others as well as their pnivacy
requirements. o

Atrtifacts

Each action in AREA involves an actor and an artifact, which 1s the object of the
action In document management systems artifacts typically consist of documents,

discussion items, or folder hierarchies. In a technical design application for
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building airplanes they might consist of drawings, geometric objects, or more
abstract entities like constraints that need to be met Artifacts may have a long
lasting life cycle (e g a jointly produced research paper) or they may exist only
for a brief time period, such as a telepointer in a multi-user brainstorming tool.

Amfact

DesngnObjea Pro;eci Folder Tool

AN

Header Implementaton Makefile Grammer
Figure 3: A simple artifact class hierarchy for a software development application

Artifacts belong to classes The system defines a class hierarchy, which is
shared among all applications using the system. Figure 3 gives an example of a
class hierarchy for artifacts that might appear in a software design environment.
Note that the primary criterion of introducing a class in the hierarchy 1s not
sharing but rather whether the usage of the artifact is worth being aware of. Thus,
although a news reader rarely is used collaboratively it can be interesting for
group members to be aware that another is reading news and hence shouldn’t be
disturbed.

Applications may extend the class hierarchy wnth their own specnflc classes or
they may reuse existing classes. For example, a shared drawing application could
add its own artifact classes for application specific items, .such as the various
drawing tools and filters but 1t can reuse the classes for JPEG- and GIF-images,
already defined by another application.

In this way, the class hierarchy maintained in AREA forms a unified set of
classes for all artifacts 1n the work environment that are suitable candidates to be
aware of. Note that AREA does not actually maintain instances of the artifact
classes The class hierarchy in AREA is only an abstraction for the application
entities for the purpose of describing awareness behavior. AREA only maintains
artifact references (e g as attributes of events). The actual instances only exist in
the applications and will almost certainly belong to a completely different
application-internal class hierarchy. The application may not even be object-
oriented at all

Events

Events formally describe actions performed on an artifact. Each event has at least
3 attributes: the actor responsible for the event, the corresponding artifact
reference, and a time stamp Similar to the artifacts, events are structured in a
class hierarchy that defines the semantics of the events. An application can define
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new event classes. A new class inherits the attributes of its parent class and may
. j
add additional attributes. ER

i

h " . Event
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' Modification e Activity
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/N
’ Add  Remove

Figure 4 An example for an event class hierarchy

Figure 4 shows an example of a suitable class hierarchy for events, which users
might want to be aware of in the design environment example. Note that not all
events can occur on all artifacts. For example, ChangeContent events can only be
created by compound objects like folders. AREA keeps a mapping between event
classes and the artifact classes,; which can create these events.

Formally, events in AREA denote state changes and thus do not have a
temporal duration But the system defines a specific class of events that can be
used to describe actions covering a continuous time span. These are called activity
events. Activity events consist of a begin-event and a matching end-event marking
the time frame of the user activity. In AREA the term “being active” implies that
the system has created a begin-event but not yet received a request for an end-
event. AREA tracks begin-events in an activity list and uses this information to
determine if actors should be notified synchronously.

Relations ' -

AREA uses relations to describe collaborative interdependencies in the
application domain Relations are always /:n and can only exist between artifacts
In contrast to artifacts and events, AREA does not define an extensible class
hierarchy for relations. An application can only define relation instances, which
may be assigned to one or more of the following predefined groups of relations:
components, compositions, and situations.

A component 'defines a part-of relationship between two artifacts. A
composition usually 1s the inverse relation of a component and yields the
aggregate for a given part. A formal requirement in AREA 1s that for each
component there exists at least one composition, which is denoted as the inverse
of the component. Note that different component relations can be assigned the
same inverse relation. ' )

Situations are re'lationshxps between artifacts expressing relevance in terms of
collaboration For a given artifact a particular situation defines all other artifacts
that share a common awareness-relevant relationship with this object. Thus, the
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set of situations for an artifact should be defined such that it makes sense to be

aware of events of this artifact whenever the user accesses another artifact
belonging to the situation )

Relation If avatlable for an artifact it yields Is defined for Relation groups
Identity the same arufact all arufacts Component, Composition, Situatton
Containedin all superior folders all artifacts Composition, Situation
Contains the content artifacts folder artfacts Component
Dependents the design artifacts with a software implementations Siuation
dependency

Table 1 Some example relations

Table 1 shows an example of 4 relations, which could be used in the software
environment example. The Identity relation 1s defined as component,
composition, and situation simultaneously (since each artifact 1s a part as well as a
composition of itself). All relations except the Contains relation are defined as

situations, since each defines a useful awareness situation for the notification of
events.

The User Model

Having introduced the four basic components of AREA, we can now turn to the
user model and the operational aspects. A user model consists of a list of interest

specifications and a list of privacy requirements. Interest specifications have four
parts:

The event description specifies the actions the user wants to be aware of. It
consists of a predicate over the set of available event classes and attributes.
The scope defines the space of artifacts for which the description is valid. This
in turn involves a predicate expression over the artifact class hierarchy and a
component relation. The predicate 1s evaluated against the artifact raising a
new event. The role of the component is to enable indirect specifications, e.g.
for all artifacts in a container This introduces additional flexibility for
defining interest descriptions.

The situation defines when notifications about the events shall be issued to the
actor. They only consist of a situation relation.

The intensity consists of a discrete value that will be interpreted by the
application to determine how a notification should be performed at the GUI
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The following figure shows an example of two interest descriptions.

v

Event descniption Scope Sttuation Intensity
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Figure 5 Two exémple interest descriptions 1n-a user profile

The first description defines interest 1n all change-events.2 The scope of the
first description has been specified indirectly: it covers the content of any folders
A notification of a matching event occurs when the user accesses the artifact
creating the event (since the situation is the Identity relation). The value of the
notification mtensity is 1, i e the event notification should be performed 1n the
lowest intensity. The second interest description defines interest in the activities
of user John Smth. The scope .of this description only covers one particular
artifact “GMD-Folder” The situation Immediately is a predefined symbolic
situation relation. If 1t 1s used In an interest description, a notfication takes place
immediately or as soon as the actor enters the environment

Event Notification

The sum of all interest descriptions in all user models drives the event notification
in AREA, Figure 6 illustrates the notification algorithm:

Component
relations
Situation
relations
Composition
relations

i

. - . 1 '

2 the operator < yields the value rrue, if the left operand 1s a base class of the right operand e and a are
keywords that are matched against the new event and the artifact creating the event, respectively

‘
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When an application sends a create-event command AREA addsa new event
instance of the requested class to the event pool and fills in the values of the
attributes At the minimum these consist of the reference of the affected artifact
(subsequently called origin), the actor, and a time.-stamp.

The next step consists of determining the set of matching user profiles, whose
scope covers the origin. These are determined by examining al composition
artifacts of which the origin is a component A user profile is valid if the
following conditions are met: (1) the event description matches the new event,
(2) the predicate expression in the scope-component evaluates to true, and (3) the
component-relation in the scope-specification is the inverse of «the e« current
composition.

With this, each of the composition artifacts to which the origin belongs can be
associated with alist of matching interest descriptions These interest descriptions
determine the actual situation artifacts that upon access will trigger a notification
of the new event. They are determined by applying the situation relations in the
remaining interest descriptions on each composition artifact. L.

The final result of this approach is a list of situation artifacts, each of which is
associated with one or more actors to notify and a corresponding maximum
intensity value for the notification. At this point a synchronous event notification
takes place for al actors who are listed as being active on one of the situation
artifacts in AREA's activity list. For dl other actors AREA saves the result of the
event distribution and notifies them asynchronously as soon as they perform an
activity on one of the situation artifacts

Privacy

In order to motivate the privacy strategy of AREA it is important to review the
situation-oriented awareness framework presented so far. AREA restricts
awareness about the actions performed on a particular artifact to the set of
awareness situations available for the artifact's class in the static application
model. At runtime such a situation applies if an actor accesses one of the artifacts
constituting the situation. In a reasonable implementation, situations will most
often comply with the formal organization of work in terms of access and group
collaboration.

As an example, consider an application such as a shared drawing tool in which
documents can be organized in projects, a useful user model could specify
notifications about changes of drawings when the user is active in a project
containing the drawing. The situation "when active in a project containing the
drawing" implies that the user needs to have access to the project in order to see
what happens with the drawing contained therein and is thus compliant with the
work organization.

However, AREA also allows the definition of situations that aren't compliant



